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MyChart Two-Factor Authentication

Two-Factor Authentication is enabled by default. The patient can choose to disable if wanted.

N )

Steps for the Garnet Health App are listed below as well.

1. When the patient logs in they will see this screen:

4 Garnet Health

Set Up Two-Step Verification

Two-step verification allows us to keep your account secure even if somebody knows your passweord. From now on, when you login to a
computer we don't recognize we will ask you for a verification code. This will help make sure only you have access to your account.

Though we don't recommend it, you can turn off two-step verification by clicking the link below.

Turn off two-step verification

MyChart$ licensed fro ration, © 1998 - 2020,

2. Once they click Continue, they will be prompted to add or update their Contact Information:

4 Garnet Health

Update Your Contact Information

Two-step verification uses the contact information we have on file to verify your identity. Before we begin, please make sure information below is up to date.

Your email
=1 wy@garnethealth.org

Your phone

845-800- 50

Verify phone
l845—800' =

MyChart licensad from Epic Systems O ©1983- 2020,

3. The patient will be prompted to receive their Authentication Code via email or SMS message:
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It is our goal to make sure your health information is safe and secure. You will now be required to enter a one-time use security code to verify your identity.

o We'll send a code to your email or phone. o When you receive the code, enter it on the Once we verify your identity, you will be
next screen. signed into MyChart.

How would you like to receive the code?

MyChart® licensed fram Epic Systems Corporation, 2 1989 - 2020,

4. The patient will receive an email or SMS message with an Authentication Code:
donotreply@garnethealth.org
MyChart Verification Code

@ 1f there are problems with how this message is displayed, click here to view it in a web browser.

EXTERNAL: This email originated from outside of the organization. Do not click any links
attachments unless you trust the sender and know the content is safe.
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Hello THISISATEST!

When prompted, enter the code below to finish authenticating
with MyChart.

493KDS

Your code will expire after 10 minutes

Didn't request this code from MyChart? If you continue to get these emails in
ermor consider changing your password

Garnet Health: EXTERNAL: This email
originated from outside of the
organization. Do not click any links or
open any attachments unless you
trust the sender and know the
content is safe.

To log in to MyChart, enter this code:
493KDS. This code expires at 8:55
AM EDT.

5. The patient will enter their code and click Next:
4 Garnet Health

To finish updating your two-step verification settings, we need to send you a security code.

- &

When you receive the code, enter it on the o Once we have verified the code, you will be
next screen allset.

We've sent you a security code. Please enter itin the box below.
493KDS

Didn't receive the code?
Ifyou haven't received the code within a few minutes, we can send it to you again

B Sendtomyemail B8 Text to my phone

This s a private device; skip this step next time.
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MyChart (Garnet Health App) Two-Factor
Authentication

1. The user will log into MyChart through the Garnet Health App:

Welcome
Sign In Or Sign Up

Sign In

Sign In As Guest

2. They will be prompted to require to receive a Text or Email with their one-time use Security Code:

Cancel

equir a one-ti
code to verify your identity.
Learn more

3. They will receive a Text or Email with their Code:

MyChart Verification Code

4 Gamet Health

Hello THISISATEST!

When prompted, enter the code below to finish authenticating
with MyChart.

493KDS

Your code will expire after 10 minutes

Garnet Health: To log in to MyChart,
enter this code: 077703. This code

Dt request this code from MyChad? I you cantine 1o et ¢
emor conskder changing you password

expires at 12:07 PM EDT.
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4. They will be prompted to enter their Code and then click Verify:

< Back Cancel

We've sent a security code to the phone number on file.
Learn more

& 077703
O

5. Their MyChart will now populate:

s
:$ Share Everywhere
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